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AMENDMENTS TO THE CLAIMS 

1 . (Currently Amended) A circuit arrangement for electronic data processin g comprising: 

having at least one non-volatile memory module for storing encrypted data to be 
protected against unauthorized access by moans of encryption or docr>'ption ; 

having at least one memoiy module interface logic circuit in electronic 
communication with assigned to the memory modul e: said at least one memory module interface 
circuit being for addressing the memory module, for writing the data to the memory module, or 
for reading out the data from the memory module: 

for addressing the mcmoiy modulo and 

for writing tho data to tho memory modulo or 

for reading out tho data from tho momory modulo; 

having at least one code Rr e adlOrnlvlMr e morvl Read Only Memory rROM) 
module for storing and/or supplying at least one Rr e adlOrnlvlMP e morvl ROM code; and 

having at least one code ROM module interface logic circuit in electronic 
communication with assigned to the code ROM module for addressing the code ROM module 
and for reading out the ROM code from the code ROM module. 

for addressing tho codo ROM module and 

for reading out tho ROM cudo from tho cudo ROM mudulo, 

characterized in that at least one key code for encrypting or decrypting the data 
assigned to tho momory modulo may be extracted and/or generated from wherein t he at least one 
ROM code stored in e f the code ROM modul e is used to generate at least one key code for 
encrypting or decrypting data being written to the memory module or data being read from the 
memory module, said at least one ROM code fiirther being used for decrypting an address of 
said memory module . 

2. (Currently Amended) A circuit arrangement as claimed in claim 1, oharaotorizod in 
Siat wherein t he memory module interface logic circuit comprises at least one en-/decryption 
logic circuit 

- having at least one key address generation unit and 

- having at least one key register. 



7 



Docket No.: DE02 0274 US 
PELT-27,812 
(PATENT) 



3. (Ciirrently Amended) A circuit arrangement as claimed in claim 1, characterized in 
iiat wherein t he code ROM module interface logic circuit comprises at least one multiplexing 
unit. 

4. (Currently Amended) A circuit arrangement as claimed in claim 1, charact e riz e d in 
that wherein the memoiy module takes the form of 

programmable read only memory (EPROM). 

at least one E[l e ctrical]E[ra s abl e ] — P[rogrammabl e ]R[ e ad]0[nly]M[ e mory] 
electrical erasable programmable read only memory (EEPROM) or 

at least one Flash memory. 

5. (Preyiously Presented) A microcontroller, in particular an "embedded security 
controller", comprising at least one circuit arrangement as claimed in claim 1. 

6-10 (Cancelled) 

1 1 . (New) A method of retrieving encrypted data from a non-yolatile memory for use by a 
microprocessor, said method comprising: 

receiying, by a memory module interface logic circuit, an encrypted address from 
a central processing umt (CPU); 

receiying, by a code ROM module interface logic circuit an address from the 

CPU; 

using the address to read a key code from a code ROM; 

proyiding the key code to the memory module interface logic circuit for 
decrypting the encr5^ted address into an unencrypted address; 

reading encrypted data from the unencrypted address of said non-yolatile memory 

by the memory module interface logic circuit; 

decrypting said enciypted data using the key code, and 
providing said decrypted data to said CPU. 
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12. (New) The method of claim 11, wherein receiving the encrypted address and receiving 
the address are performed in parallel. 

13. (New) The method of claim 11, wherein the code ROM only stores key codes. 

14. (New) A method of storing enciypted data into a non-volatile memory, said method 
comprising: 

receiving, by a memory module interface logic circuit, an encrypted address from 
a central processing unit (CPU); 

receiving, by a code ROM module interface logic circuit an address from the 

CPU; 

receiving, by the memory module interface logic circuit, data; 
using the address to read a key code from a code ROM; 

providing the key code to the memory module interface logic circuit for 
decrypting the encrypted address into an unencrypted address and for encrypting the data into 
encrypted data; and 

wrhing, by the memory module interface logic circuit, the encrypted data to the 
unencrypted address of said non- volatile memory. 

1 5. (New) The method of claim 14, wherein said receiving steps are performed in parallel. 

16. (New) A microcontroller comprising a security controller circuit, said security controller 
circuit comprising: 

a non- volatile memory for storing encrypted data; 

a memory module interface logic circuit for reading and writing encr5^ted data to 
and from said non-volatile memory; 

a code ROM for storing a plurality of key codes; and 

a code ROM module interface logic circuit for receiving an address from said 
microcontroller, for using said address to read a key code from said code ROM, and for 
providing said key code to said memory module interface logic circuit; 
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said memory module interface logic circuit being further for receiving an 
encrypted address and data from said microcontroller, for using said key code to decrypt said 
encrypted address, for enciypting said data, and for storing said encrypted data in said decrypted 
address of said non-volatile memory. 
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